DEVICE FOR RSWRITIBG SOFTWARE PROGRAMS 
IN PERIPHERAL DEVICES CGHMECXED TO A HET W UfcUL 

BACKGROUND OF THE INVENTION 
5 1. Field of tne Invention 

The present Invention relates to a program rewriting 

device which rewrites its own software programs or software 

programs stored In other devices connected to the network. 

2. Description of the Related Art 

10 Peripheral devices, such as printers, can be connected 

to a personal computer directly or through a network. Each 
peripheral device Includes a ROM or other type of memory that 
stores software programs for executing processes of the 
peripheral device. Recently, it has been proposed to store 

15 the software programs in a rewritable memory, such as a flash 
ROM, so the programs can be rewritten by performing special 
operations. This would enable the programs to be rewritten to 
correct: bugs in the software or to add new functions to the 
peripheral device. 

20 However, each time this type of program needs to be 

rewritten, the overseer of the network must perform the 
troublesome task of determining the need to rewrite the 
program separately for each personal computer and each 
printer - 

25 Recently, a network printer system has been extensively 

used. This system Includes a plurality of printers and a 
plurality of personal computers connected to each other 
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through a network, such a system would, enable Image data 
transmitted from one of the personal computers to he printed 
out using a free printer, that Is, a printer that is not 
presently being used by any of the other computers* However, 
5 with such a system, the same operation for rewriting programs 
would often need to be performed for- all of the printers 
connected to the network. The program must be rewritten for 
each printer, one printer at a time. For this reason, 
management of a network system, such as the above-described 
10 printer system, would require a great deal of labor and 
effort . 

SUMMARY OF TOR TMVfWTTOM 

It Is an object of the present Invention to provide a 
program rewriting device, a network system Including such a 

15 program rewriting device, and a recording medium for 
realizing the program rewriting device and the network system, 
capable of simply executing rewrite of programs In devices 
connected to a network. 

According to one aspect of the present Invention, 

20 there Is provided a program rewriting device that includes x 
a transmission unit that performs transmission and reception 
of data over a network to and from another device and other 
devices connected to the network; a memory that stores a 
software program; a type judgement unit that judges whether 

25 another device stores. In a rewritable manner, the same type 
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of software program as the software program stored In the 
memory; an old/new judgement unit that, when the type 
judgement unit judges that the another devloe stores the 
same type of software program In a rewritable manner . judges 
5 which of the same type of software program stored In the 
another device and the software program stored in the memory 
is older; and a first rewrite unit that, when the new/old 
judgement unit judges that the same type of software program 
stored in the another device Is older than the software 

10 stored In the memory, rewrites the same type of software 
program stored In the another device In the manner of the 
software program stored In the memory. 

With this configuration, when the devices are 
connected to the network, then the ages of the software 

15 program stored In the memory and the software program stored 
In those devices are compared* When the program stored In 
other devices Is older than the program stored In the memory, 
then the program In other devices can be automatically 
rewritten In the manner of the program stored in the memory. 

20 Accordingly, by connecting other devices to the network, 
programs stored In all other devices can be easily rewritten. 
Also, the labor required to manage the network system can be 
greatly reduced. 

The memory may store the software program in a 

25 rewritable manner. In such a case, it is preferable to 
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further include a second rewrite unit that, when the old/ new 
judgement unit judges that the same type of software program 
stored in the another device Is newer than the software 
stored In the memory, rewrites the software program stored 
5 In the memory In the manner of the same type of software 
program stored In the another device. 

The memory Is automatically rewritten In the manner of 
the same type program stored in the another device , either 
when the another device Is newly connected to the network, 

10 or when the another device has been connected for a time, 
but has Its program rewritten into a version newer than the 
version of the program stored In the memory. Accordingly, 
by configuring a network system In a manner described above, 
programs of the devices connected to the network can be 

15 easily rewritten and labor required to manage the network 
system can be greatly reduced. 

According to another aspect of the present invention, 
there Is provided a program rewriting device that includes: 
a transmission unit that performs transmission and reception 

20 of data over a network to and from another device and other 
devices connected to the network; a memory that stores a 
software program in a rewritable manner; a type judgement 
unit that judges whether the another device stores the same 
type of software program as the software program stored in 

25 the memory; an old/new judgement unit that, when the type 
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judgement unit Judges that the another device stores the 
same type of software program, judges which of the same type 
of software program a tored In the another device and the 
software program stored in the memory Is newer; and a 
5 rewrite unit that, when the old/new judgement unit judges 
that the same type of software program stored In the another 
device Is newer than the software stored In the memory, 
rewrites the software program stored in the memory In the 
manner of the same type of software program stored in the 

10 another device. 

When the program rewriting device is connected to the 
network, and also when a new device is connected to the 
network system* wherein the new device is a device according 
to the present invention or another device with a rewritten 

15 program, the same types of programs in all device of the 
network can he automatically rewritten to the newest version 
program of all the devices. Management of the network can 
he made even easier and labor required to manage the network 
system can be reduced even further. 

20 It is preferable that the type judgement unit perform 

judgement for all other devices connected to the network, 
and the old/new judgement unit performs judgement on all 
other devices that are judged to store the same type of 
software program by the type judgement unit. 

25 The type judgement unit performs the above-described 
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judgement wltb respect to all other devices connected to ttie 
network. Further, the old/new judgement unit performs the 
above-described judgement with respect to all other devices 
judged by the same type judgement unit to store the same 
5 type of program. As a result, programs are written in the 
above- described manner based on the judgement results of the 
old/new judgement unit. For this reason, programs of all 
other devices connected to the network can be automatically 
rewritten • 

10 "All other devices" refers to all remote devices 

connected to the same segment as the present device In the 
case when a network Is divided Into a plurality of segments, 
called management areas, by a rooter, a bridge, or gateway, 
and the like. 

15 According to still another aspect of the present 

Invention, there Is provided a network system that Includes 
a network; a program rewriting device connected to the 
network; another device connected to the network and having 
a memory that stores , In a rewritable manner, a software 

20 program; and other devices connected to the network, each 
having a memory that stores. In a rewritable manner, a 
software program. The program rewriting device as described 
above Is connected to the network. However, at least one of 
the program rewriting device and the another device includes 

25 a rewrite prevention unit that prevents rewrite of the 
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software program stored In the memory of at least one of the 
program rewriting device and the another device. The first 
rewrite unit or second rewrite unit does not rewrite the 
software program that the rewrite prevention unit prevents 
the rewrite of. 

At least one of the present device or the one of other 
devices connected to the network are provided with the 
rewrite prevention unit. The rewrite prevention unit 
prohibits the first or second rewrite unit from rewriting 
programs that are prohibited to be rewritten by the rewrite 
prevention unit. When the program rewriting device and the 
another device are connected to the network, the rewrite 
prevention unit prevents the same type of program from being 
rewritten Into a newer version. For this reason , when a 
device stores data that can only be rewritten or be 
processed using an old program, then that device can have 
Its program maintained without the program being rewritten. 

According to yet another aspect of the present 
Invention, there Is provided memory medium storing programs 
Including : a first program of judging whether a device 
connected to a network stores, in a rewritable manner, the 
same type of software program as a software program stored 
In a reference memory connected to the network; a second 
program of judging which of the same type of software 
program stored in the device and the software program stored 




In the reference memory Is older when the device Is Judged 
to store the same type of software program In a rewritable 
manner; and a third program of rewriting the same type of 
software program stored in the device In the manner of the 
5 software program stored In the reference memory when the 
same type of software program stored In the device Is judged 
to be older than the software stored in the reference memory* 

ttRTCT nRSCTTPTTQH OF THIE PPAWTMGS 

The above and other objects, features and advantages of 
10 the Invention will become more apparent from reading the 
following description of the preferred embodiment taken In 
connection with the accompanying drawings In which t 

Fig. l is a block diagram showing configuration of a 
network system according to an embodiment of the present 
15 invention; 

Fig. 2 Is a flowchart representing processes executed 
by a printer of the system In Fig. 1; 

Fig* 3 Is a flowchart showing details of a portion of 
processes represented by the flowchart In Fig. 2; 
20 Fig. 4 is a block diagram showing configuration of 

device Information used in the processes of Fig. 3; 

Fig. 5 Is a flowchart representing processes performed 
according to a modification of the above-described 
embodiment; 

25 Fig. 6 Is a flowchart representing processes performed 
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according to a different modification of the embodiment; and 

Fig. 7 Is a flowchart showing a portion of processes 
according to still another modification of the embodiment . 

nBT.iTT.gn nKSrglPTTQM OF THR PREFERRED KMBODTMBNT 

5 An embodiment of the present invention will be 

described while referring to the accompanying drawings. The 
embodiment is directed to a network system Including a 
plurality of printers and personal computers . Because the 
printers and the personal computers are connected to each 

10 other by a network, the personal computers can print images , 
text, and the like using the printers. 

First, configuration of the network system S according 
to the embodiment will be described while referring to Fig. 1. 
The network system S includes a network W, such as a 

15 telephone circuit or a LAN; a plurality of NICs 1 for 
performing transmission and reception of data over the 
network W; printers 10, 30, 40; personal computers 50, 60 
that are connected to the network W; computers 20, 20, 20 
that are connected to the printer 10; an image scanner 70 

20 connected to the network W in parallel with the printer 40; 

and a sheet sorter 80 connected in series with the printer 40. 
All of the printers 10, 30, and 40 are of different type. It 
should be noted that the personal computer 50 has a well-know 
configuration including a CPU 51, a ROM 52, and RAM 53, and 

25 that the personal computer 60 has the same configuration. 
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Each NIC 1 is configured from a transceiver 2, a LAN 
controller 3, a snared memory 4, a CPU 5, a ROM 6, a RAM 7, a 
flash ROM 6, and an NVRAM (non- volatile RAM) 9, all connected 
to each other by a bus B. The RAM 7 Includes an Internal 
5 terminal Information area 7a. 

The printer 10 is configured from a CPU 11, a ROM 12, a 
RAM 13, a flash ROM 14, an NVRAM 15, an output Interface 17, 
and an Input Interface 18, all connected by another bus B' , A 
print portion 19 Is connected to the output Interface 17. The 

10 RAM Includes an Internal output buffer 13a and an Internal 
Input buffer 13b. The printer 10 Is connected to the NIC 1 
through a connection line J, which Is connected to the bus B* , 
and to the computers 20 through the input Interface 18. 

Next, general operations of the network will be 

15 described while referring to Fig. 1. The following 
description will be provided for processes performed between 
the NIC 1 and the printer 10. The following processes are 
also performed In the same manner between the other NICs 1 
and corresponding printers 30, 40. 

20 The CPU 51 In the personal computer 50 generates data 

to be transmitted to the printer 10 or to the NIC 1 connected 
to the printer 10. Transmission of data la executed in a 
protocol appropriate for the target device. For example, data 
to be processed by the NIC 1 is transmitted using Trivial 

25 File Transfer Protocol (TFTP), data to be processed by the 
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printer 10 is transmitted using Line Printer Remote (LPR), 
and date with no particular designated processing device Is 
transmitted using User Datagram Protocol (UDP) - The 
transceiver 2 that receives the data demodulates It and 
5 outputs the demodulated data to the bus B via the LAN 
controller 3 * The LAN controller 3 controls reception and 
transmission of data over the network W between the NIC 1 and 
the personal computer 50. 

When the NIC 1 receives data that was transmitted using 

10 TFTP, then the CPU 5 processed the data using information " 
stored in the ROM 6 and the flash ROM 8. Information needed 
to proces s the received data is retrieved and temporarily 
stored in the RAM 7 in a retrievable manner. The CPU 5 then 
transmits the processed data back to the source of the 

15 transmission, that is. to one of the personal computers 50, 
60 or another NIC 1, through the bus B, the LAN controller 3, 
the transceiver 2. and the network W. 

When the data received by the NIC 1 was transmitted 
using LPR, the CPU 5 transfers the data to the printer 10 via 

20 the shared memory 4 and the connection line J. That is, after 
the data is written in the shared memory 4. the CPU 5 
generates an interrupt command and transmits the interrupt 
command to the CPU 11 over a signal line (not shown in the 
drawings) so that the CPU 11 processes the data in the shared 

25 memory 4. It should be noted that control programs required 
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for the CPU 5 to process the above-described data are 
prestored in the ROM 6. 

The shared memory 4 Is a memory for temporarily storing 
Information to be used by both the NIC l and the printer 10 
5 during Information processing. 

When data to be processed by the printer 10. that Is, 
data transmitted from either the personal computer 50 or 60 
using LPR, is transmitted to the NIC 1 and inputted to the 
printer 10 over the connection line J, the CPU 11 retrieves 

10 the data via the bus B and then processes the data using data 
stored in the ROM 12 and the flash ROM 14. Afterward, the CPU 
returns the processed data to the NIC 1 over the bus B ' , the 
connection line J, and the shared memory 4. Information 
required for processes by the NIC 1 is temporarily stored in 

15 a readable manner in the RAM 13. Control programs required 
for processes by the CPU 11 are prestored In the ROM 12 of 
the flash ROM 14. 

The NIC 1 receives results from the printer 10 about 
the data processed in the printer 10. The NIC 1 transfers the 

20 process results as is over the network W to one of the 
personal computers 50, 60 or to another one of the printers 
30, 40. 

Data outputted from each of the computers 20. 
representing images to be printed out by the printer 10 , is 
25 retrieved by the printer 10 over the input interface Id and 
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stored in the ±nput Duffer 13b via the bus B* . The data is 
then developed into print data and temporarily stored in the 
output buffer 13a. Then, the print data is outputted to the 
print portion 19 through the bus B' and the output Interface 
17. The print portion 19 then forms an linage corresponding to 
the data onto a recording medium, such as a paper sheet. When 
one of the personal computers 50 or 60 outputs data for 
printing images and the like to the printer 10 over the 
network W and the NIC 1, the printer 10 stores the data in 
the input buffer 13b. The data stored in the input buffer 13b 
is developed into print dat a in the same manner des orlbed 
above. Print output processes of the printer 10 are executed 
under control of the CPU 1 based on control programs stored 
in the ROM 12 and the flash ROM 14. 

All the printers 10, 30 , 40 in the network system S use 
the same type of NIC 1. However, the printers themselves are 
different models. Each printer stores device information to 
be described later in its ROM 12. The device information 
differs for each printer type and corresponds to differences 
in printer mechanisms, types of data that the printer can 
handle, and the like. As will be described later, version and 
other information is stored in the NVRAM 15. Although not 
shown in the drawings, other printers that use different 
types of NIC from the NIC 1 are also connected to the network 
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The flash ROMs 8, 14 have a well-known configuration 
that allows data stored therein to he rewritten and updated, 
control programs, such as firmware, stored in the flash ROMs 
8, 14 can be rewritten to update the functions of the printer 
5 10 when new versions of the control programs are released. 
Processes relating to updating functions of the printer 10 
will be explained next. 

Fig. 2 is a flowchart representing processes executed 
by the CPU 11 when the printer 10 is first connected to the 

10 network W. When this routine Is started, in Sll, the CPU 11 - 
first searches for device information on all other devices, 
such as the printers 30, 40 and the scanner 70, that are also 
connected to the network W. According to the present 
embodiment , the network W is divided into a plurality of 

15 segments using bridges, rooters, or gateways, and the term 
"all other devices* refers to all other devices connected to 
the same segment as the printer 10. Accordingly, m all other 
devices* does not refer to all other devices connected to 
each other, for example, via the Internet. 

20 Fig. 3 Is a flowchart representing details of processes 

performed by Sll. As shown in Fig. 3, In Sll, first in Sill, 
a broadcast packet for requesting device information is 
transmitted to all other devices connected to the network W. 
Next, in S113, the CPU 11 starts a timer for measuring at 

25 least a three- second interval. During the three -second 
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Interval, the print at 10 monitors for responses to the 
broadcast packet. Next In S115, the printer 10 receives 
device Information from the other devices connected, to the 
network w and stores the received device information In list 
form In a predetermined region within the RAM 13. The process 
In S11S Is repeated until three seconds elapse from when the 
timer was started In 6113. Once the three-second interval has 
elapsed (S117:YES), then the program proceeds to S13 of Fig. 
2. 

Upon reception of the broadcast packet, each device, 
such as the printer 30, generates a random number. Then each 
device waits a number of milliseconds corresponding to its 
random number , and then responds to the printer 10 with Its 
device information. As a result, device information from each 
device is Inputted into the printer 10 over the network W at 
various timings corresponding to the above -described random 
numbers. The device information is not detailed information 
such as the device Information 100 shown in Fig* 4, but is 
rather information, such as an ID number, that designates the 
type of device . With this configuration, each device can 
respond with its device information even While performing 
processes, such as printing, without stopping those processes. 

Next, returning to Fig. 2, In S13, whether or not any of 
the other devices connected to the network W are the same 
type as the printer 10 is judged based on the device 
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information, for example ID Information, that was listed up 
In 8115. When none of connected devices Is the seme device 
(313: NO), then this routine returns. On the other hand, vhen 
the same type of device Is present (613 s YES), then the 
5 routine proceeds to SI 5. For the following explanation. It 
will be assumed that several other printers, such as a 
printer 10 ' , that are the same type of printer as the printer 
10, are also connected to the network W, so that S13 results 
In a positive determination. 

10 In S15, those devices that are not the same type as the 

printer 10 are removed from the list of S115 and a total 
device number N Is set to equal the total number of devices 
In the list* Then in S17, a subject device number 1 Is set to 
zero. The subject device number 1 represents the device from 

15 the list of S15, that Is presently the subject of 
Investigation. In SI 9, the subject device number 1 Is 
Incremented by one, so that the first printer of the devices 
In the list of SI 15 will be the subject of the following 
processes - In this example , It will be assumed that the 

20 printer 10' Is the first printer on the list. 

Next in S21, the version of the subject device, that is. 
printer 10', is confirmed. During S21, the printer 10 
requests the printer 10 * to provide detailed device 
information. In response to this request, the printer 10' 

25 sends the device information 100 shown In Fig. 4. 
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As ehown In Fig. 4, the device information 100 is 
configured from a variety of different information connected 
in series . Hie device information 100 includes printer 10 ' 
information 130, NIC information 140, and the Internet 
5 Protocol (IP) address 107 assigned to the printer 10'. The 
printer 10' information 130 includes device class data 101, 
which represents the device type of the printer 10 ' , such as 
whether it is a laser printer or a color printer i device name 
data 102, which represents, for example, the model number 

10 assigned to the printer 10'; status data 103. which 
represents the present condition of the printer 10 ' i and 
printer version data 104 , which represents the version of the 
firmware stored in the flash ROM 14 of the printer 10 ' . The 
NIC information 140 includes NIC device name data 105 and NIC 

15 version data 106. Also, data length data 111-116 is appended 
before corresponding data sets 101-107, to indicate the 
length of the corresponding data sets 101-107. 

Returning to Fig. 2, in 921, the version of firmware 
stored in the flash ROM 14 of the printer 10' is confirmed 

20 based on the printer version data 104 of the received device 
information 100. In S23, the version of the firmware 
confirmed in S21 is compared with the device firmware of the 
printer 10, as indicated by data in the flash ROM 14. When 
the firmware of the printer 10' is newer than or the same as 

25 the firmware of the printer 10 (S23iN0). then the program 
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proceeds to S25. In S25 . whether or not the subject device 
number 1 equals the total device number N is determined. When 
the subject device number 1 does not equal the total device 
number N (S25tNO). then the program returns to S19, whereupon 
5 the subject device number 1 is Incremented by one. Then* the 
processes of S21 to 825 are repeated for the next 1th device 
In the list of S15. 

On the other hand. If It Is determined In S23 that the 
firmware of the printer 10' Is older than the firmware of the 

10 printer 10 (S23 = YBS), then the program proceeds to S27, and 
then to 329. First In S27, the printer 10 transmits a copy of 
the firmware stored In Its flash ROM 14 to the printer 10 ' . 
The header of the firmware data Is appended with data 
Indicating that the printer 10' should rewrite the firmware 

15 in its flash ROM 14 ' according to the received firmware copy- 
When the printer 10 * receives the firmware data, it uses a 
rewrite program prestored In its ROM 12' to rewrite the 
firmware in Its flash ROM 14' to match the firmware received 
from the printer 10. It is conceivable that the printer 10' 

20 is performing another process , such as printing, When it 
receives the firmware data from the printer 10- In this case, 
it is desirable that the printer 10' wait until it completes 
the process before rewriting the firmware. Otherwise, the 
process might be performed in a different manner before and 

25 after rewrite, so that the results of the process will be 
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different before and after rewrite. For example. If the 
printer 10' rewrites firmware While It Is printing, then 
pages printed before rewrite and pages printed after rewrite 
might he printed in different formats. The firmware data can 
5 be stored in the printer 10 or the subject device Itself 
until the printing or other process is completed. 

The system can be configured so that any devices that 
are the target of rewrite operations transmit requests for 
rewrite to the printer 10. In this case, the printer 10 only 
10 transmits firmware to a target device after the printer 10 
determines receipt of a rewrite request. With this 
configuration, firmware data is not transmitted to devices 
that do not transmit rewrite request* 

Next in S29, the printer 10 confirms that the rewrite 
15 operation was successful, so that the printer 10' can update 
its version data. That is, after rewriting the firmware, the 
printer 10 r transmits check SUM data to the printer 10 to 
check accuracy of the rewritten firmware. The printer 10 then 
transmits information Indicating whether the check: SUM was 
20 correct. After the CPU 11' of the printer 10 f receives 
confirmation that the check SUM was correct, the CPU 11 9 
updates version information stored in the NVRAM 15' of the 
CPU 11' to Indicate that the present firmware in the flash 
RGM 10 9 is the new rewritten version. This version 
25 information corresponds to the printer version 104 of the 
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device Information 100. 

Then, after S29, the program proceeds to S25. When any 
of the devices In the list from S15 remain unprocessed 
(S25:NO), the program returns to S19 and repeats the same 
5 processes described above. Once the processes of S19 to S25 
are completed on all the same type devices connected to the 
network W (S25= YES) , then this routine returns. 

The printer 10 according to the present embodiment can 
automatically rewrite device firmware of all same type 

10 devices connected to the network W, Into the firmware of the ~ 
printer 10, whenever the firmware stored In the flash ROM of 
the same type device Is older than the firmware stored In the 
flash ROM 14 of the printer 10. Por this reason, firmware of 
devices connected to the network W can be easily rewritten. 

15 Devices can update the firmware of all of the same type 
devices , Into the same or newer firmware as stored in its 
flash ROM 14 . Accordingly , labor required to manage the 
network system W can be greatly reduced. 

In particular . In the case of image forming devices , 

20 such as the printers 10, 30, 40, the time required to 
mechanically operate the print portion 19 Is much longer than 
the time required to process programs. For this reason. It Is 
very desirable to connect a plurality of printers to the 
network W and enable forming Images by those unused ones of 

25 printers. In this case, the situation will often arise 
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wherein the same program In all of the printers connected the 
network W will need to be rewritten* The printer 10 according 
to the present Invention Is capable of automat loally 
rewriting firmware of all same type printers connected to the 
5 network W as needed. Therefore, firmware of devices connected 
to the network W can be easily rewritten. 

While the invention has been described In detail with 
reference to specific embodiments thereof. It would be 
apparent to those skilled In the art that various changes 

10 and modifications may be made therein without departing from 
the spirit of the Invention, the scope of which Is defined 
by the attached claims. 

For example, in Sll, or more particularly In Sill, of 
the above-described embodiment, only ID data was requested 

15 as device Information. However, the detailed device 
information 100 shown In Fig. 4 could be requested Instead. 
In this case, there is no need to request the device 
Information 100 in S21. However, with the configuration of 
the embodiment , time required for transmission can be 

20 reduced because device information 100 is requested only 
from the same type devices after it is determined whether or 
not each device connected to the network W Is the same type 
as the printer 10. 

It is assumption of the present embodiment that when 

25 two devices are the same type (S13:YES), it is assumed that 
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the some type of firmware is stored in the rewritable 
condition in the flash ROM of both devices. However, even 
though devices may be the same type, some of the devices may 
have completely different firmware or the firmware may be 
5 stored in the manner that can not be rewritten- In situations 
like this, after the same type of devices are determined in 
S13. then whether or not the same type of firmware is stored 
in a rewritable manner can be determined. 

In the present embodiment , when it is judged in S23 

10 that firmware of another device connected to the network W is 
older than the firmware In the printer 10 (S23:YES), then the 
firmware of the other device is rewritten in S27. However, 
the embodiment can be modified so that when the firmware of 
the other device is newer than the firmware of the present 

15 device, then the firmware of the present device can be 
rewritten to the newer version of the other device. 

Fig. 5 is a flowchart representing processes performed 
by the CPU 11 of the printer 10 in this case. It should be 
noted that the processes represented in Pig. 5 that are the 

20 same as in Fig. 2 are indicated by the same numbering. The 
following explanation will be provided for processes of Fig. 
5 that are different from those of Fig. 2. 

According to the modification of Fig. 5, after the 
version of the ith device is confirmed in S21, then in S33, 

25 whether of not the firmware version of the ith device is 
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older, newer, or the same as the firmware version of the 
printer 10 is determined. When both of the firmware versions 
are the same, then the program proceeds to S25, whereupon 
processes of S19 and on are performed on the 1 + 1st device. 

When it is determined in S33 that the firmware of the 
remote device is older than the firmware of the present 
device, then the firmware of the remote devioe is rewritten 
in S27, S29 and the program proceeds to S25. 

On the other hand, if it is determined in S33 that the 
firmware of the remote device is newer than the firmware of 
the present device, then the program proceeds to S35. In S35, 
tne printer 10 transmits a request to the ith device , 
requesting that the 1th device to transmit a copy of its 
firmware. After receiving the firmware copy from the ith 
device in response to the request, then in S37, the printer 
10 rewrites the firmware stored in the flash ROM 14 according 
to the firmware copy. The printer 10 rewrites its firmware in 
this manner based on a program prestored in the ROM 12 of the 
printer 10. When it is judged that the rewriting operation is 
successfully performed, version information stored in the 
NVRAM 15 of the printer 10 is updated in S39 and the routine 
proceeds to S25. 

According to this modification, the firmware stored in 
the flash ROM 14 of the printer 10 can be rewritten into the 
newest firmware of all the printers connected to the network 
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w. Generally, the more recently the device was connected to 
the network W, the higher the probability that the firmware 
of the device will be the newest version. The processes shown 
in Pig.' 5 are more effective when executed, for example, 
after the power of the printer 10 is turned on , or 
periodically, for example, every five to six hours. With this 
configuration, the firmware in the printer 10 can be updated 
in S3 7 to the newest firmware of all the devices in the 
network system network system S, either each time the power 
of the printer 10 is turned on. or every predetermined period 
of time. Further, when printer 10 has its firmware updated in 
S3 7 while processes S19 to S25 are serially performed for 
each printer i (i =» 1 to N) on the network W. the firmware in 
all of the other printers will be updated to the newest 
version in S27 the next time the processes S19 to S25 are 
performed. 

The flowchart of Fig. 5 can be modified as shown in Fig, 
6, so that the program proceeds to S17 after the firmware 
version of the printer 10 is updated in S3 9 . With this 
configuration, because the subject device number i is reset 
to zero in S17 after the firmware version of the printer 10 
is updated in S39, the processes of S19 to S23 will be 
repeated to update firmware in all of the devices connected 
to the network W. Accordingly, firmware of all other devices 
connected to the network W # including the printer 10 , will be 
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updated to the newest version. This is performed by a single 
process and is extremely easy and fast. 

Processes of S2 can be executed each tine the 
predetermined period of time elapses , or each time the power 
Q f a n other devices connected to the network W, at least the 
printer 10 and the all same type devices, are turned on. 
Alternatively, in the following manner , the processes of Fig. 
2 can be performed each time a new device is connected to the 
network W. That is, when a new device is connected to the 
network W, it transmits its ID to each of the other devices 
connected to the network W, including to the printer 10. The 
printer 10 executes the processes of Fig. 2 upon receiving 
the ID. in these situations, the firmware in the printer 10 
and in i other same type devices connected to the network W 
will ultimately be updated into the newest firmware version 
of any of the devices. Also, when all of the devices 
connected to the network are capable of performing the 
processes of Fig. 6, the processes of 327 and S29 of Fig. 5 
can be dispensed with. In other words, only in the case Mien 
the firmware of the ith device is newer than the firmware of 
the printer 10, will the printer 10 perform the processes of 
S35 to S3 9. In other cases, the program proceeds directly to 
S25. Since all device will be performing the same processes, 
all of the devices will have their firmware updated to the 
newest version. 
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Next, on explanation will be provided for when firmware 
is unsuccessfully rewritten In the processes of S27 or S37. 
The following two examples are conceivable. The processes can 
be terminated and reset, or rewrite operations can be 
5 repeated until successfully accomplished. In the latter case, 
when rewrite operations are still unsuccessful after 
repeating the rewrite operations a predetermined number of 
tiroes , a message can be displayed indicating that rewrite 
operations were unsuccessful and reset can then be performed. 

10 Further, the printer 10 can be configured to enable the user 
to select which of the above methods he or she desires* 

There is a possibility that data received by the 
printer 10 can include data that can only be processed by old 
firmware. For example, foreign language font data that was 

15 used in an older version firmware is sometimes not included 
in newer versions of the same firmware* In this case, the 
processes in S41 and S43 of Fig. 7 can be inserted before S27 
and S35, so that a portion of the program in the printer can 
be maintained without being rewritten. 

20 In « case, when It is determined that the firmware 

needs to be rewritten, that is. as a result of comparing 
firmware age In S23 or S3 3 (for example. S23tYES), then it is 
Judged in S41 whether or not rewriting is prohibited. That is, 
it is determined whether or not the flash ROM 14 to be 

25 rewritten according to processes of S27 or S3 7 is set to 
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prevent rewrite of the flash ROM 14. If rewrite Is not 
prohibited (S4l:NO), then the program proceeds to S27 or S35. 
When rewrite Is prohibited (S41iYBS), then the program 
proceeds to S43. 

5 In S43, it is determined whether or not differences in 

old and new firmware include only correction of bugs. If the 
differences only Include correction of huge (S43:YES), then 
no problem will arise by rewriting the firmware, so the 
program proceeds to S27 or S3S whereupon the firmware is 

10 rewritten to correct bugs- On the other hand, if rewrite will - 
change the firmware in a manner other than merely correcting 
bugs (S43tN0), then the program proceeds to S25 without 
rewriting the firmware. 

By inserting the processes of S41 and S43 before the 

15 processes of S27 and S35, those devices set to prohibit 
rewrite can have their firmware maintained substantially as 
Is without being rewritten. However, because bugs are 
corrected, the processes performed by the resultant firmware 
will have few errors. The judgement of S43 can be executed by 

20 directly comparing firmware of different devices. 
Alternatively, a data table can be provided in the ROM 12, 
for example, and referred to make the determination of S43. 
Further, inquiry can be made to the software company over the 
internet . 

25 Further, the processes of S43 can be omitted. In this 
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case, when It is determined in 841 that rewrite is prohibited 
(S41xYES), then the program can directly proceed to S25- In 
this case, devices set so that rewrite is prohibited can have 
their firmware maintained without the firmware being 
5 rewritten at all. Processes relating to prohibiting rewrite 
can be executed by rewrite program for rewriting the firmware. 

While the invention has been described in detail with 
reference to specific embodiments thereof, it would be 
apparent to those skilled in the art that various changes 

10 and modifications may be made therein without departing from 
the spirit of the invention , the scope of which Is defined 
by the attached claims. 

For example, in Sll, device Information is requested in 
Sill for all other devices connected to the network W. 

15 However, device information can be requested only from a 
portion of the devices connected to the network W. In this 
case, those devices to be requested can be indicated in a 
device list. The device list can be obtained by the user 
Inputting device names using an operation panel (not shown) 

20 on the printer 10 or using the personal computer 50. In Sill, 
the remote device can transmit device information only when 
the remote device is the same type as the printer 10 and also 
when the device type is newer than the printer 10. Further, 
although reception of device Information in S115 is cut off 

25 after three seconds in S117, reception can be continued until 
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device information is received from all other devices. 

In the embodiments, the flash ROM 14 was rewritten 
according to a rewrite program stored in the ROM 12. However, 
the flash ROM 14 can he rewritten by a rewrite program stored 
5 in the flash ROM 14 itself. In this case p the rewrite program 
is first copied Into the RAM 13 or the NVRAM 15 and then 
rewrite processes are executed according to the copy of the 
program. In this case, the ROM 12 can be omitted so that the 
cost can be reduced. 

10 The above-described processes can be applied in the - 

same manner for rewriting firmware stored in the flash ROM 8 
in the NIC 1. Further, the present invention is not limited 
to use with a printer system, which is a network system 
centered on image forming devices, such as the printer 10. 

1 5 The present invention can also be applied to a karaoke 
transmission system or other types of network systems. A 
variety of other memory media other than RAMs and ROMs can be 
used. For example, a CD-ROM or a floppy disk can be used. A 
program cartridge that can be inserted In a card slot can be 

20 used. Also, a file server connected to the internet can be 
used. Further, the program rewrite device according to the 
present invention can be a personal computer , or a file 
server for transmitting and receiving software programs such 
as firmware between printers, computers, and other devices. 

25 
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